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PROCEDURE OF PHISHING ATTACK RESPONSE

	URL domains
	a system of unified addresses of electronic resources (website address) used to locate the resource on the Internet

	AWS
	Automated Workstation

	Website
	One or more logically linked web pages

	The Company
	AKKUYU NÜKLEER ANONİM ŞİRKETİ Moscow Representative office of AKKUYU NUCLEAR JOINT STOCK COMPANY (whichever is the Party under the Agreement (Contract))

	Compromise
	the fact, real or suspected, of an unauthorized access to protected information

	Public information 
	publicly known information and other information access to which may not be restricted in accordance with the laws of the RF and TR

	https protocol
	HTTP protocol extension to support encryption for better security

	File extension
	a sequence of characters added to the file name to identify file type (format)

	Authorized person 
	Agreement (Contract) Supervisor – an employee of the Company, who is responsible for the conclusion and fulfilment of the Agreement (Contract), acts on behalf of the Company within his/her official duties. The Agreement (Contract) Supervisor is the Company's contact person to the Counterparty and shall be aware of all issues under the Agreement (Contract) in question

	Record 
	an aggregate of data on the user stored in the computer system, necessary for his/her authentication and provision of access to his/her personal data and settings

	File
	the named data area on the storage medium, used as the basic interface with data in operating systems.

	Phishing
	a type of Internet fraud, which involves forcing the user to commit any actions for the benefit of the attacker. The purpose of these actions can be to obtain user identification data for further use in their interests, or to distribute malicious software to obtain user identification data or to disable the user's workstation or company infrastructure. This includes stealing passwords, bank accounts, substitution of bank details, encryption of AWS and Company servers

	E-mail
	a technology and service for sending and receiving electronic messages (called “letters”, “e-mails”, or “messages”) between users of a computer network (including the Internet)


1. An authorized person of each Party shall check for signs of phishing when receiving electronic messages (“letters”, “e-mails” or “messages”) via e-mail:
a. the style of the letter and the attached documents for logical and speech errors;
b. incorrect email URLs and links to websites;
c. attached files signed by an officer with an electronic signature of one of the Parties are verified through a certification centre;
d. the email address other than those specified in the current Agreement (Contract);
e. request/requirement to take any urgent action by the Authorized Person without receipt of the original documents from the Party;
f. files and passwords attached in the e-mail message;
g. the presence of attached executable files with .exe, .msi, .jse extensions;
h. connection protection by secure https protocol when clicking the web-site of one of the Parties.
i. if any information is received on behalf of one of the Parties from the electronic address not stipulated by this Agreement (Contract), the Authorized Person shall make sure that the information sent is true through the communication channel approved by the current Agreement (Contract).
If one of the Parties discovers the above signs, the Authorized Person shall notify the other Party of the suspicious activity, and if one of the Parties confirms that the information was not sent to the other Party, the Parties shall check the previous information exchange between the Parties.
2. The Party from which the suspicious activity is detected shall proceed as follows:
a. do not open attachments and/or do not follow links in emails;
b. notify the Party's employee responsible for information security;
c. change the password for the Party's user account;
3. If a phishing attack is detected on behalf of one of the Parties, the Party, which detected the phishing attack, shall notify the other Party of the incident within one business day.
4. The Party attacked shall notify the other Party of the possible facts of attacks in an official e-mail. If necessary, the Parties shall share information on the incident between themselves with the involvement of employees responsible for information security of the Party.


SIGNATURES OF THE PARTIES:


_________________                                                         ________________

__________________                                                       _________________
L.S.                                                                                 L.S.

